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Abstract— With the fast evolution of digital data exchange, security of information becomes massively important in data storage and 
transmission. Due to the increasing use of images in an industrial process, it is essential to protect the confidential image data from unau-
thorized access. The current paper proposed an image encryption technique that is operated with advanced encryption standard (AES) 
and image compression using discrete cosine transform (DCT) to compress the encrypted image. The experimental results show that the 
current technique impressively outperforms other techniques. It is simple, efficient, and more secure. 
 
Index Terms— advanced encryption standard (AES), discrete cosine transform (DCT), Encryption, Compression, quantization, Scal-
ing, MSE (Mean Square Error), PSNR (Peak Signal to Noise Ratio)  

——————————      —————————— 

1 INTRODUCTION                                                                     

n recent years, the rapid growth in the demand of transmit-
ting images via public networks has raised a lot of interest 
on image compression and encryption. On one hand, re-

search on image compression has been carried out for a long 
time [1–3], with the goal of reducing the image size for easy 
storage and fast transmission. The need to apply both com-
pression and encryption to digital images keeps rising in re-
cent years. The traditional solution applies a data encryption 
algorithm such as Advanced Encryption Standard (AES) on 
the compressed image in JPEG format [4]. 
The AES algorithm has broad applications, including smart 
cards and cellular phones, WWW servers and automated teller 
machines (ATMs), and digital video recorders. Compared to 
software implementations, hardware implementations of the 
AES algorithm provide more physical security as well as high-
er speed [5]. In other hand, DCT is commonly used since it 
incorporates a strong energy compaction property which fla-
vors compression [6]. The rest of the paper is organized as 
follows: Section 2 describes the Discrete cosine Transform and 
AES algorithm, Section 3 illustrates the Methodology of cur-
rent technique , Section 4 presents the result and discussion. 
Finally, Section 5 concludes and future works the paper. 

2 BACKGROUND STUDY 
2.1 DISCRETE COSINE TRANSFORM 
The joint photographic expert group (JPEG) was developed in 
1992, based on DCT. It has been one of the most widely used 
compression method [7]. Discrete cosine transform is an or-
thogonal transform method proposed by N. Ahmed et al. [8] 
in 1974. DCT has been widely applied in image processing 
research since it was proposed. Like Discrete Fourier Trans-
form (DFT), it transforms a sequence of data from spatial do-
main to frequency domain. However, DCT deals with real  

numbers only, rather than complex numbers. The transformed 
sequence is expressed as the sum of cosine functions that oscil 
late at different frequencies. In other words, it decorrelates the 
 image data into different frequency bands. After performing 
DCT, the block can be divided into two sub-bands: low fre-
quency sub-band which contains most of the important visual 
parts of the image, and high frequency sub-band which con-
tains details and textures of the image. Generally speaking, 
low frequency coefficients are more important than high fre-
quency coefficients because the values of high frequency coef-
ficients are usually closed to zero. Due to non-importance of 
high frequency sub-band, in general, the high frequency sub-
band is usually removed for compression purpose. The fol-
lowing equations illustrated DCT and Inverse DCT 
function for two-dimensional matrices of an M by N input 
sequence [9, 10]: 
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The values C(u, v) are called the DCT coefficients of image I. 
The upper leftmost element is called discrete code (DC) coeffi-
cient and the rest are called arithmetic code  (AC) coefficients. 
The input image is first divided into 8×8 blocks; then the 8-
point 2-D DCT is performed. The DCT coefficients are then 
quantized using an 8×8 quantization table. The quantization is 
achieved by dividing each elements of the transformed origi-
nal data matrix by corresponding element in the quantization 
matrix (Q) and rounding to the nearest integer value. After 
this, compression is achieved by applying appropriate scaling 
factor (SF). Then in order to reconstruct the data, rescaling and 
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de-quantization is performed. The de-quantized matrix is then 
transformed back using the inverse DCT (IDCT) [11, 12]. The 
whole procedure is shown in Fig. 1. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

2.2 AES ALGORITHM 
The AES algorithm is a symmetric block cipher that processes 
data blocks of 128-bits using a cipher key of length 128,192 or 
256 bits each data block consist of a 44×  array of bytes called 
the state, on which the basic operations of the AES algorithm 
are performed. The AES encryption procedure is shown in 
Fig.2. For full encryption, the data is passed through Nr 
rounds (Nr = 10, 12, 14) [13, 14]. These rounds are governed by 
the following transformations: 

• SubBytes transformation: is a nonlinear byte substitution 
that operates independently on each byte of the state us-
ing a substitution table (the SBox). 

• ShiftRows transformation: is a circular shifting operation 
on the rows of the state with different numbers of bytes 
(offsets). 

• MixColumns transformation: is equivalent to a matrix 
multiplication of columns of the states. It should be noted 
that the bytes are treated as polynomials rather than 
numbers. 

• AddRoundKey transformation: is an XOR operation that 
adds a round key to the state in each iteration, where the 
round keys are generated during the key expansion. 

 
 
 

 

 

 

 

 

 
 

 
 
 
 
 
 
 
 
 
 
 

The encryption procedure consists of several steps as shown 
by Fig. 2. After an initial addroundkey, a round function is 
applied to the data block (consisting of bytesub, shiftrows, 
mixcolumns and addroundkey transformation, respectively). 
It is performed iteratively (Nr times) depending on the key 
length [5].  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 1: Block diagram of the JPEG-based DCT scheme. 
 

Fig. 2: AES algorithm- Encryption structure. 
 

Fig. 3: AES algorithm- DEcryption structure. 
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The decryption procedure of the AES is basically the inverse of 
each transformation (Inv-SubBytes, Inv-ShiftRows, Inv-
MixColumns, and AddRoundkey) in reverse order as shown 
in Fig. 3. 

3 THE CURRENT TECHNIQUE 
In this paper, we propose an efficient image compression and 
encryption technique. The block diagram of this technique is 
shown in Fig. 4. It starts with divide the plain-image into 
blocks of size 8 × 8 pixels and apply DCT for each bock. Then, 
scramble the DCT coefficients of each block, except DC ele-
ment, by 128-bit AES algorithm. The DC coefficient is not en-
crypted because it carries important visual information in an 
image. To decryption process, the process is done by applying 
inversed AES algorithm. Finally, The technique apply inverse 
discrete cosine transform (IDCT) for each block to get the re-
construct image. 

 
 

 

 

 

 

 

 

 
 

 
 

 
 
4     EXPERIMENTAL RESULTS 
The current technique was implemented with (MATLAB 2012) 
package. The implementation was done on a PC (DELL laptop) 
with 2.1 GHz core 2 due processor and 2GB main memory run-
ning with windows 7 operating system. The process was applied 
on greyscale image that has the size of (256×256 pixels). Two im-
ages that tested are (Lena) and (Barbara) as shown in Fig. 5. 

 

 
 

 

 
 
 
 
 
 

Fig. 6 illustrates the encrypted and reconstructed images ob-
tained by applying this technique. 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

The proposed work is analyzed by using various parameters 
like MSE (Mean Square Error) and PSNR (Peak Signal to Noise 
Ratio) and [15]. 
The mean square error (MSE) is used as metric to measure the 
distortion between original and reconstructed image [16]. The 
equation that evaluating the MSE is: 

 
 
            (2) 
 

where:    
I : is the original image. 
Irec: is the reconstructed image. 
M: the height of the image. 
N: the width of the image. 
x  and y: row and column numbers. 
 
The peak signal to noise ratio (PSNR) , in decibels (dB), can be 
evaluated as follows [17]: 

 
            (3) 
 

where Pix is maximum possible pixel value, e.g. 256 in an 8-bit 
grey-level image. 
 

 
 
 

4.1    STATISTICAL ANALYSIS 
Shannon suggested different methods of diffusion and confusion 
in order to frustrate the powerful attacks based on statistical 

Fig. 4: General flowchart of current technique for encryption-    
compression image. 
 

Fig. 5: Test images 
 

Fig. 6: (a) Encrypted images, (b) reconstruct images. 
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analysis [18]. Statistical analysis has been performed on the AES, 
demonstrating its superior confusion and diffusion properties 
which strongly defend against statistical attacks. This is shown by 
a test on the histograms of the enciphered image. 
Fig. 7 depicts the histograms of the plain-image (Lena) and the 
corresponding cipher-image. The histogram of the encrypted 
image is nearly uniformly distributed, which can well protect the 
information of the image to withstand the statistical attack [19]. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

4.2   JPEG COMPRESSION 
Next we do some experiments to determine robustness of the 
cipher-images to common image processing such as JPEG com-
pression [20]. JPEG compression causes the image size (in bytes) 
to be small and the image quality is reduced. The various com-
pression qualities are 75%, 60%, 50%, 30%, 10%, and 5%. Fig. 8 
shows the decrypted images of (Lena) after doing compression to 
the cipher-image. Quality of decrypted images (measured by 
PSNR) tends to decrease when quality of JPEG compression is 
reduced, but the decrypted image can be still recognized. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
5    CONCLUSIONS AND FUTURE WORKS 
In this paper, we present a joint image compression encryp-
tion scheme for Internet multimedia applications. The feature 
of the proposed method includes Discrete Cosine Transform 
(DCT) for image compression and advanced Encryption Stan-
dard (AES) for image encryption. These algorithms allow im-
ages can be compressed and the security of transmission 
process is enhanced. Experimental results show that the plain 
images are incomprehensible and the reconstructed images 
have acceptable quality. In future, the technique can be ex-
tended by modifying round key of AES algorithm to get high 
security.  
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